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Agenda

» Vymezeni zakladnich pojmu, Microsoft a GDPR

» Prehled reseni Microsoft pro zabezpeceni infrastruktury a
aplikaci

» Bezpecnostni a provozni monitoring

- Zabezpeceni cloudovych sluzeb a uzivatelskych pristupu

- Zabezpeceni uzivatelskych pristupt

« Partnerska reseni pro podpodru GDPR

« Zabezpeceni infrastruktury pomoci sluzby Advanced Threat Operations
Management

« Zabezpeceni pomoci DLP systemu na koncovych stanicich
- Aplikace pro rizeni pozadavku a agend GDPR




Hlavni principy General Data Protection Regulation

. Obecné ,nafizeni” o ochrané osobnich Udajd (pfimo aplikovatelné v CR)
- Transparentnosti pfi zpracovani a pouzivani osobnich Udaju

Nove definovana prava fyzickych osob (,subjektl udaju”)
- Omezeni zpracovavani osobnich udaju pouze na stanovené a opodstatnené Ucely
« Omezeni ukladani osobnich Udaju pouze na dobu nezbytnou pro dany ucel
« Zagjisteni ochrany osobnich Udaju pomoci nalezitych postupu zabezpeceni

- Tyka se vSech organizaci v EU nebo pracujicich s osobnimi Udaji rezidentu EU
. U¢innost od 25.5.2018
« Sankce az €20m nebo 4% celosvet. obratu spolecnosti (ve verejné sprave bude ,cap”)



Organizacni a technicka opatreni

Osobni Udaje by meély byt zpracovavany zplsobem, ktery zaruci nalezitou bezpecnost a dlivernost
téchto Udajd, mimo jiné za Ucelem zabranéni neopravnénému pristupu k osobnim Udajim a k zarizeni
pouzivanému k jejich zpracovani nebo jejich neopravnenému pouziti.

Neni-li poruseni zabezpeceni osobnich Udaju fesSeno nalezite a vcas, mize to fyzickym osobam
zpUsobit fyzickou, hmotnou ¢i nehmotnou Ujmu, jako je ztrata kontroly nad jejich osobnimi Udaji nebo
omezeni jejich prav, diskriminace, kradez nebo zneuziti identity, financni ztrata...

Melo by byt zjisteno, zda byla zavedena veskera vhodna technicka a organizacni opatfeni, aby se
okamzité stanovilo, zda doslo k poruseni zabezpeceni osobnich Udajud, a aby byly dozorovy Urad
a subjekt Udaju neprodlene informovany.

Jakmile se tedy spravce o poruseni zabezpeceni osobnich Udajd dozvi, mel by je bez zbytecného
odkladu, a je-li to mozné, do 72 hodin poté, co se o nem dozvedél, ohlasit prislusnému dozorovému
Uradu, ledaze muze v souladu se zasadou odpovednosti dolozit, Ze je nepravdépodobné, ze by dané
poruseni zabezpeceni osobnich Udajli mélo za nésledek riziko pro prava a svobody fyzickych osob.

Pri vytvareni podrobnych pravidel tykajicich se formatu a postupt ohlasovani pripadu poruseni
zabezpecleni osobnich Udajl by mély byt nalezité zohlednény okolnosti poruseni, vcetneé otazky, zda
byly osobni ddaje chraneény vhodnymi technickymi opatrenimi, jez pravdepodobnost zneuziti totoznosti
a jinych forem zneuzivani ucinne omezuji...



Vymezeni roli v GDPR ve vztahu k Microsoftu

- Spravce / Prevadzkovatel : osoba, nebo organ verejné moci, ktery sam nebo spolecne s
jinymi urcCuje Ucely a prostredky zpracovani osobnich udaju (firemni zakaznik, Vy)

- Zpracovatel / Sprostredkovatel : osoba, organ verejné moci, agentura nebo jiny subjekt,
ktery zpracovava osobni udaje pro spravce
(v pripade cloudove sluzby Microsoft ve smluvnim vztahu se zdkaznikem)

- Subjekt osobnich Udaja / Dotknuta osoba : fyzicka osoba, ktera je identifikovana , resp.
identifikovatelna s pouzitim osobnich Udaju (fyzicky zdkaznik, zamestnanec, obcan)

« GDPR pro Microsoft mimo Cloud — poskytuje technologie, ale nema roli Zpracovatele
 Role zpracovatele vUci spravci musi byt smluvne podlozena (viz dale)
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Provozovatel cloudovych sluzeb


https://aka.ms/sharedresponsibility

Smiuvni zaruky Microsoft = zpracovatel

potadavele ———Reseni

Smluvni podminky dle OST - ,Podminky pro sluzby online” od zari 2017 ma standardné prilohu ¢. 4 — resi

cl. 28 explicitne soulad s clanky 28, 32 a 33 GDPR.
Obsahuje ,Podminky ochrany osobnich Udaji a zabezpeceni” (str. 8 a dale)

Zabezpeceni OST kap. ,Zabezpeceni” str. 13 a dale - bezp. opatreni, certifikace a auditni zpravy
zpracovani — cl. 32 Dale Priloha 4 GDPR

Odkazy na Trust Center www.microsoft.com/trust

Celé auditni zpravy a dokumenty jsou na Service Trust Platform (www.aka.ms/STP )

Misto ulozeni dat OST - odst. ,Umistéeni pro uchovani neaktivnich zakaznickych dat”

Misto zpracovani dat  M(iZze nastat v jistych pfipadech i mimo EU. Redeni — GDPR ¢&l. 46 Standardni smluvni
dolozky o ochrané udajti pfijaté EC (viz potvrzeni EC a vyjadieni UOOU).
Zahrnuty jako priloha ¢. 3 OST.
Podrobnosti viz www.microsoft.com/trust, oblast Privacy,
Where your data is located”, ,Who can access your data”

Pouziti a zpristupnéni  OST - Priloha 4 GDPR,
zakaznickych dat OST — str. 7, Pouziti zakaznickych dat, Zverejnéni (zpristupneni) zakaznickych dat



http://www.microsoftvolumelicensing.com/DocumentSearch.aspx?Mode=3&DocumentTypeId=46
http://www.microsoft.com/trust
http://www.aka.ms/STP
http://www.microsoft.com/trust

INDUSTRY US GOV GLOBAL

REGIONAL

Siroké portfolio certifikaci a mezinarodnich standard?

Certifikace a podklady: Microsoft Trust Center www.microsoft.com/trust; Repository: www.aka.ms/STP
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http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/
http://www.microsoft.com/trust
http://www.aka.ms/STP

Prehled reseni Microsoft pro zabezpeceni
infrastruktury a aplikaci

Vlastimil Tesar



@ GDPR + Cloud
LI

Maximalni vyuziti technického, bezpecnostniho

i organizacniho zajisténi vsech cloudovych sluzeb

« Oveéreni uzivatell i spravcl- Multifaktorova autentizace

* Ochrana pred kybernetickymi utoky

- Sifrovani dat

* Organizacni opatreni v cloudovych sluzbach pro pristup k
systémum i datlim

* Pristup rizeny zakaznikem — Customer Lock Box

« Zajisténé logovani a audity - viz dale

Snizeni nakladd na zavedeni souladu s GDPR

* Na zmapovani stavajiciho stavu (rozdilové analyzy, DPIA)

 Na technicka i organizacni opatreni pro zajisténi provozu
a zabezpeceni osobnich informaci a systému

* Na vlastni vykon prav subjektu

* Na pripadnou financ¢ni sankci v pripadé uniku dat

* Na ztratu zakaznika spojenou se ztratou dlvéry a reputace

* Maximalni vyuziti primarnich vlastnosti Office 365 pro
produktivitu uzivatell a nejen kvuli zabezpeceni a GDPR




Bezpecnost pro kazdého nejen kvuli GDPR

1. Zasifrujte si svij notebook pomoci BitLockeru

* Pokud je nepravdepodobné riziko zneuziti, nemusite informovat regulatora, ani subjekty udaju.
2. Nastavte si Sifrovani a PIN pro mobilni telefon

» Pokud je nepravdepodobné riziko zneuziti, nemusite informovat regulatora, ani subjekty udaju.
3. Pfesuite svuj e-mail do Office 365

* Ochrana proti spamu a malwaru , vyhledavani osobnich informace napric Office 365 diky
eDiscovery. Smluvni zavazky Office 365 pro GDPR.

4. Ukladejte dokumenty na OneDrive for Business v Office 365

* Bezpecné sdileni dokumentU uvnitr i mimo firmu, automatické ukladani z aplikaci Office, omezeni
kopii dokumentl v prilohach a hlavné automaticka zaloha. Smluvni zavazky Office 365 pro GDPR.

5. Chrante citlivé dokumenty pomoci Information protection

« Dokumenty jsou sSifrované, otevrou je pouze oveéereni uzivatelé, dokument je mozné zneplatnit v
pripadé neaktualnosti osobnich informaci a eliminovat riziko Uniku informaci.

6. Udrzujte své zarizeni aktualizované

* Pouze aktualizované systémy mohou byt bezpecné a Microsoft pravidelne vydava bezpecnostni
aktualizace, které zamezuji napadnuti pocitace s Win10 novymi typy Gtoku. Vzdy n
nainstalované nejnovéjsi vlastnosti aplikaci Office.



Microsoft Azure
Infrastruktura & Aplikace

Vyuziti pro stavajici aplikace

« Aplikace vyuzivajici nedostatecné technicky a organizacne
zajisténou infrastrukturu

« Preneseni Casti pozadavkl k naplnéni zavedeni vhodnych
technickych a organizacnich opatreni na zajisténi ochrany
prav subjektu udajl na zpracovatele

Vyuziti pro nové a redesignované aplikace

 Minimalizace vstupnich investic do HW vybaveni pro vyvoj
a provoz novych aplikaci, splnujicich pozadavky GDPR

« Okamzita dostupnost prostredkl a prostredi pro vyvoj
novych aplikaci, splnujicich pozadavky GDPR

 Bezpecné prostredi provozu aplikaci, splnujicich pozadavky
GDPR

Agendy GDPR
 Vyvoj a provoz aplikaci spojenych se zajistenim vykonu
prav subjektu

» Platforma pro procesy zpracovani - Dynamics 365, Office
365...



%) Microsott Azure
Sprava a zabezpeceni

.3\‘

Pfedchazeni bezpecnostnim incidentiim
Azure Security Center

3 | =

* Integrace systému do jednoho globalniho pohledu ze vsech
komponent on-prem i cloudu - site, servery, identity, SIEM

« Doporuceni pro zabezpeceni monitorovane infrastruktury
napric platformami — Windows, Linux, OpenStack, Vmware...

« Zabezpeceni proti zasahu administratora

Detekce a zvladani incidenti - Security as a Service

* Notifikace o incidentech (SMS, e-mail, push, dashboard,
mobilni aplikace)

« Zpétné dohledani incidentl po dobu az 24 mésica s
neomezenym prostredky — storage, vykon, analyzy...

* Vyhledani udalosti, incidentu, spojenych s konktrétnim
uzivatelem, procesem atp v daném case

Integrace s EMS, Office 365, Azure




/abezpeceni stanic
Windows 10

Zabezpeceni zarizeni proti napadeni a odcizeni dat

* Proaktivni ochrana proti Ransomware a dalsimu
skodlivému kédu pomoci Device Guard a Applocker

* Integrovany antivirovy systém Windows Defender Antivirus
chrani i proti malware, ktery jeste nebyl nikde pouzit

« Zabezpecena identita opravnéného uzivatele
Vestavena podpora vicefaktorového ovéereni uzivatele
Windows Hello for Business.

Zabezpecené informaci pri odcizeni nebo ztrate

 Firemni a informace osobni data na zarizenich a ulozistich
zabezpecena pomoci technologie Windows Information
Protection a Azure Information protection

Sifrovani obsahu pevného disku technologii Bitlocker
chrani zarizeni v pripadé ztraty nebo odcizeni

Odolnost proti utokim zneuzivajici zcizeni hesla z paméti
zarizeni pomoci funkce Credential Guard

« Zabezpecena identita opravnéného uzivatele



N

/abezpeceni EMS
&2 Enterprise Mobility & Security

Zajisténi zarizeni, které pristupuje k osobnim adajim

« Zabezpeceni stanic a mobilnich zarizeni proti
neopravnénému pristupu — pravidla, Sifrovani, sprava

« Vymazani obsahu zarizeni v pripadé odcizeni nebo ztraty

Zajisténi bezpecného ovéreni opravnéného uzivatele

* SniZzeni moznosti zneuziti pristupu nebo sdileni hesla pomoci
multifaktorové autentizaci pro pristup k firemnim aplikacim

« Analyza hrozeb v lokalni siti, spojena se zneuzitim pristupl

Omezeni pristupu k dokumentim s osobnimi udaji bez
ohledu na jejich umisténi

* Ochrana Sifrovanim a omezenim pristupu k dokumentim
s osobnimi udaji

« Moznost zneplatnéni dokumentl s osobnimi Udaji bez
ohledu na jejich umisténi

Monitorovani potecionalnich rizik spojenych s cloudovymi
sluzbami




Bezpecnostni a provozni monitoring

Ondrej Vysek
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Where to start?

uﬂnn

Gain immediate Respond faster to Enable consistent control Ensure availability
insights across security threats and compliance of applications and
workloads data




Gain tull visibility to react
qU|C|< y a r]d prOaCtl\/ely = Transform machine data
prevent |SSU@S " Gain immediate insight

B Resolve incident faster

Insight & Analytics

Microsoft

= Monitor and Troubleshoot Application and
Infrastructure issues using Log Analytics.

Operations Management Suite | Insight & Analytics



Operations Management Suite Environment

Azure  Azyre SQL
Blob Database ™\ €11 [0
_ HYPER-V  wINDOWS
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Gain tull insights into
apphca:OﬂS an " Real-time performance visibility
the”,. de OeﬂdeﬂCleS " Dynamic application dependency mapping

= Faster fault analysis

!

Acme App
Pool !

\2

Acme App
Pool !

\2)

MySQL

!

m Operations Management Suite | Application Management



Accelerated troubleshooting and root-cause analysi
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LInux management

Key benefits
" |ntegrates with existing open source management tools (Nagios, Zabbix)

= Use open source collector (Fluentd)

= (Centralized view of syslog, perf metrics and alert data
= Supports Docker containers

= Backup and restore of Linux server

= Unified configuration and update management

m Fluentd (Open Source)
Data Syslo Perf Nagios Zabbix Containers Custom Logs
Sources y>109 J °



Increase control
W|th aUtOma]On " Enable responsive IT operations
®  Use across on-premises and the cloud

and configuration _
Mmanagement

Maintain compliant IT resources

Automation & Control
Microsoft
= ncrease comtrol with autornation and configuration
management

-mmzmnm‘

‘{}‘

Operations Management Suite | Automation & Control




OMS automation
and control

Continuous IT services

Enable responsive IT services and deliver continuous application
availability. Increase velocity with improved SLAs to support IT
lifecycle activities.

Consistent enterprise control

Maintain compliant IT resources and manage rapid change with
ease. Mitigate risks and keep systems updated with patching on
your terms.

Hybrid IT automation

Deliver efficient IT operations with a flexible platform across
heterogeneous IT environments. Leverage your existing
investments in Microsoft System Center and improve efficiency.

Key capabilities

Manage all automation and configuration assets from a centralized
repository with granular access

Retain control of when and how to patch, without unplanned
downtime and with application owner’s approval

Apply and monitor configurations using a highly available pull
service, choose to fix configuration drift without manual intervention

Resolve alerts and orchestrate backup and disaster recovery with
automated remediation scripts and recovery plans.

Get the flexibility to run automated processes from Azure or locally
from an on-premises datacenter with hybrid runbook workers




Threat detection and
p ‘eVve ’T[IOI’) :h rOug h " Analyze and investigate security incidents
adva N Ced Clo Jd secy I"Ity " Detect threats before they happen

" Streamline security audits

Security & Compliance
Microsoft

= Seoure and audit your datacenter with full visibility to
all security data and with advanced threat detection

= [ncludes 2 solutions

alls
‘ A \ Operations Management Suite | Security & Compliance




Security and Audit Dashboard — Threat Intelligence

= |ntegrates with Microsoft Advanced Threat Analytics (ATA)
= [nstall Microsoft Monitoring Agent on ATA Center Machines

= Why are my servers sending data to China?

Overview » Security And Audit » Threat Intelligence (Preview)

THREAT BREAKDOWN THREAT LOCATION THREAT DETALS
Threat types P address
117.141.120.79
WCBOT
92 Theeat
l""" type
29
24 Confidence
5% - Address is 8 known ircbot
ORIGIN COUNTRY CouNT Origin country
Peopie’s Republic of Chi
People’s Republic of China 15 e
Trathic
United States 20 - 1 Incoming
21 Outgong
sC S ]
France 3 o'm
This IP address appears to be a member of & botnet:
Keland 1 L we do not itly have any detailed iné 2
©n the botnet, its propaget hniques, its op or
Korea 1 their goals. This particular botnet 3ppears to use b

Relay Chat (IRC) as its means of command-and-control. In
general, botnets are typically used to send spam and
phishing emadls, 1o participate in distributed denial-of -service
(DDoS) attacks, and to perform other attacks.

Full report not avinlabie




E n SU re d a:a p rOteCth r] " Protect your critical assets wherever

they are

W|th C‘OUC baCkup and = Simplity disaster recovery across your
d|SaSter recovery . entire environment

Free up resources on-premises with
cloud backup

Protection & Recovery

Microsoft

* Ensure data protection with doud backup and
disaster recovery

* Incudes 2 solutions

& 4

E Operations Management Suite | Protection & Recovery




Azure Backup

Protection everywhere

Your data and applications are everywhere—on servers, on
clients, and in the cloud. Azure Backup can protect your critical
applications including SharePoint, Exchange, SQL, files and
folders, Windows Servers, Windows Clients, and Azure laaS
virtual machines.

Alternative to tapes

Traditionally, tape has been used for long-term retention. Azure
Backup provides a compelling alternative to tape with increased
reliability and agility, significant cost savings, shorter recovery
times, and up to 99 years of retention.

Simple and consistent management

Azure Backup aims to provide a simple, consistent management
experience delivered directly from the cloud. As an example, you
can enable protection in three simple steps: choose the scenario,
choose the retention period, and enable backup.

Azure

D
E Azure Portal §

Azure Recovery Vault credential file
subscription Services Vault and Backup Agent
) e,
é{—carﬁains—} ) : [% &
oy H
create”

download
[

backup

®®—8

“install

Folders  Files Azure Backup
Agent @
Windows
E Workstation or Server

On-Premises



Azure Site Recovery

Disaster recovery

Tested and proven disaster recovery solution for a wide
range of workloads, including Microsoft workloads such
as Exchange, SharePoint, and SQL Server.

Migration

Seamlessly move individual applications or entire
heterogeneous environments to Azure with minimal
cutover times or business impact.

Dev / Test

Test new versions of applications by quickly spinning up
copies of production workloads in Azure, with no impact
to production users.

The Site Recovery service ensures your servers, virtual
machines, and apps are resilient by replicating them

so that when disasters and outages occur you can easily
fail over to your replicated environment and continue
working.

When services are resumed, you simply failback to your
primary location with uninterrupted access. Site
Recovery helps protect a wide range of Microsoft and
third-party workloads.




Zabezpeceni cloudovych sluzeb a a
uzivatelskych pristupu

Tomas Kralik
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U /abezpecenie cloudovych sluzieb

Agenda

Q Zabezpecenie koncovych zariadeni

L1 Ochrana zneuzitia identit




EU General Data
Protection Regulation

— Zabezpecit ochranu Udajov on-prem a v cloude
9 Povolit' a obmedzit’ pristup k idajom
—  Ziskat viditelnost a kontrolu Gdajov v cloude

—  Chrénit data v mobilnych zariadeniach

—  Detekcia Uniku tdajov, skor ako spdsobia ujmu



How to gain visibility and control of data in cloud apps
Supporting your GDPR compliance journey with Microsoft Cloud App Security

Cloud Discovery

Discover 14K+ dloud apps in your environment,
gain visibility into shadow IT and assess risk

Collect logs from firewalls and
proxies - no agents required
on user devices

Use log anonymization to
protect employee privacy
while uncovering Shadow IT

Microsoft Cloud App Security

Information Protection

Shape your cloud environment with granular controls and use
out-of-the-box or custom policies for data sharing, and data loss prevention

-1
@ € O

Policy DLP & Data Policy
Setting Sharing Enforcement
Policies Policy Enforcement

Activity
Anomaly Detection

App Discovery Quarantine

Discovery Anomaly

File

Integrated with Azure
Information Protection

Create policies for files classified by
Azure Information Protection and
govern sensitive data in the cloud

Threat Protection

Identify high-risk usage and cloud security issues,
detect abnormal user behavior, and prevent threats

Behavioral m

Analytics

Identify anomalies in your

cloud environment that may
be indicative of a breach

Enhanced by
. Microsoft
. Intelligent
Security Graph

Leverage Microsoft’s threat intelligence
to detect anomalies, prevent threats,
and stop risky behavior right away.

Investigate and gather unique insights
Gain a deeper understanding of what's
happening in your cloud environment by
pivoting on users, files, accounts, apps
and activities.



How to protect data on mobile devices and apps

Supporting your GDPR compliance journey with Microsoft Intune

Mobile Device Mobile Application .

Management (MDM) Management (MAM) PC Management

Protect data at the device level and Manage apps on enrolled devices D Keep PC endpoints secure from threats
ensure that enrolled devices are up

to date and comphant

and keep data secure at the app level and ensure that data stays protected by

on enrolled and unenrolled devices v enforcing firewall and malware policies

End-user transparency
Provide end-users with
terms and conditions
and privacy statements,
helps make sure they are
aware of what data is
collected and visible to
IT on devices

Remotely wipe all : _ ‘ :
data on lost or stolen F I
devices ENAY ’

............ Enforce Windows Defender,
Windows Information
Protection, and overall
device compliance to
o -y protect user and company
------- { - - data

Save as/copy/paste
restnctions

App encryption
at rest

Remotely enable
passcode reset,
device lock, or data

Deploy certificates, encryption App access goe@ Guide to
Wi-Fi, VPN, and control-PIN or < App SDK and App Not compliant  compliance
email profiles credentials Wrapping Tool

. capabilities in your mobile
- and line-of-business apps

- using the Intune App SDK

Co oany nal A
Multi-identity support jf “omon °"'éﬁ;‘ and App Wrapping Tool

Incorporate Intune MAM |

Compliant

CONDITIONAL 9 ) 1 mn :
ACCESS N Location @ Apps D Device



How to detect threats before they cause damage
Supporting your GDPR compliance journey with Microsoft Advanced Threat Analytics

Analyze Q Learn Detect

Monitors netwerk teaffic and events 0 Autamatically starts ssaming and Looks for abnormal behavior and
on the domain controller with profiing normal behavior for suspacions activities. Leverages
non-intrasive paet mhm?:‘hie . entities (users, devices, and secunty research 1o detact risks
reemaining imisible to attac resources) and rmalicious attacks

Detect Malicious
Broken Trust Relationhip | 7:03 AM Attacks
. Friday

Julv 28, 2017 Detact known malicious attacks

almost as instantly as they ocour,
L g - leveraging world-chass security
sum of 'd'ﬂw Theft | . 1 1'46 PYM research

July 20, 207

Detect anamolies fast
with built in intelligence *~% % 3
S .‘.o :. * ‘-:

Reduce noise and focus
on relevant information

Stay ahead with adaptive
behavioral analytics

Paxs-the-Hamh Attack

=y

Detect Suspicious Leverage Machine Leaming to uncover questionable
activities and abnormal behavior (Le. anomaleus logins,

s ele
Activities password sharing, [ateral movement, privilege escalation)

Alert

Reports suspioous actiwiles oo a
simpie and actionable attack timelne,
provides recommendations and
remediation, tegrates with SIEM

Monitor Security
Vulnerabilities

Idenitify known security vwanerabibties in your
system and mitigate risk (ie. broken trust,
weak protoce, deat text passwords)




} Audit Logs

Threat Intelligence

Partner
Procesy

eDiscovery

D SAMSUNG

Komponenty podporujici
pripravenost na GDPR

Data Loss Prevention

L8
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Active Directory
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Microsoft
Azure
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Transparent Data Encryption
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Advanced Threat & Organization Monitoring

Ondrej Vysek | Chief Sales Officer | Microsoft MVP | www.atom.ms



World has changed, already
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(@) ATOM

Security Is a
challenge

* Lack of resources — human /
technical

* TJoo much (or no) tools for
monitoring

* Needs to be GDPR compliant in
2018

ATOM: collect and analyzes data to
detect potential breaches

System mgmt. too
complex

« Hard to understand to the
diagnostical data from different
tools

*  Or simply too much information

Hybrid multi OS environment

ATOM: reports contain knowledge
.how to" with important issues —
security & operations

Don't want to

INvest

* Model Pay-as-you go.

« No implementation needed, no
investments

« (Can connect existing systems

« Continuous development

ATOM: ready in 5 minutes, report
after first week. Can connect SCOM,
Zabbix and more



(&)\TOM

DPR
Article 32 sectim 1 lit b. defines

_ e * Baseline comparison « AD group check
« Service state change * Network monitoring
- * Best practice evaluation * Local group check
« Server availability » Performance monitoring
« Service Map, relationship « ATA and SIEM integration
« Network traffic « Event management
: : between services, processes  * E.g. DNS access / changes
« End point login / access « Health check lite

and systems » File system access / attemp
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Logon to Remote Desktop Service

321

Failed Logon

Analytics
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AZVMI1

Running

Percentage CPU for the past hour
AZVMI

100%

123

95 10 10:15 1030

Disk Read Bytes and Disk Write Bytes for the past hour

12

| WAWW.DEFEN...

USERS SIGN-INS

B

[

Best Practice Analyzer
Configuration
]

874 Operation
WARNINGS 7

Prerequisite
5

Advanced Threat Analytics

Total of Server Requests by Request Performance
EXCHAPPINSIGHT
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ATOM Architecture @/\TOM

Customer Customer External Service (Custom) Information for

Environment Customer
Azure Service External Services PowerBI

Customer Tenant in Azure ATOM SOC Team “
FluentD [

Mi .
: |{:r.nsnft Log Analytics
Monitoring Agent Workspace

Dependency
Agent

11

Microsoft !
“ Solutions Mobile App

Search Engine
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Own solutions in ATOM

Web Probe

Windows Hardware and Software Inventory

‘ I Virtual Machine

7 6
SERVERS I PowerEdge R610
1

Advanced Threat Analytics

‘ Information
22

47 I Warning

TOTAL 18

I Error
5

Logon Activity Web Service

8.5«

Types of data

Change in privileged groups

2

1

I 4728 - A member was added...
2
I 4720 - A user account was cr...

4729 - A member was remov..

Local Certificates Status

I Critical
1

1 Warning
ISSUES 0
I Expired
0

Windows Update Management

0.0

I Update not installed

28
28 Update installed
NOT 17
L ALE Not Installed OS Updates
6

Environment Probe - Sample Data

Teplota Cho... I Teplota Rac... I Teplota kii...
Ancasa]

0 ‘rﬂ nm-l//r-'r AT

Temperature
!
N

Nov 17 Nov 19 Nov 21

1IS Status

‘ I 200

841.8K
1.4M 401
TOTAL 405K
I 302
79.3K

Monitoring Access Project Honolulu

I Pass logon
52
156 I Failed logon
52
Pl TOTAL VT -

Operating system HealthCheck Lite

Server Down
1
0 I Unexpected shutdown

RESTARTS 0

Local Users and Groups Assessment

| ¢

I Top local admins
6

0

TOTAL

Top changes by server

2

HANGES, .-

Logon to Remote Desktop Service

82.6«

Failed Logon

42

Success Logon

Best Practice Analyzer

Task Scheduler Status

81.1K

TOTAL

I Configuration

905

I Prerequisite

7

I Operation
7

ex16s2.defense-ops.local
17.4K
ex16s1.defense-ops.local
16.6K



Fvery solution has a detal (&)NTOM

USER MANAGEMENT ALL CHANGES IN SECURITY GROUPS DOMAIN ADMINS MEMBERSHIP ENTERPRISE ADMINS MEMBERSHIP
Ch . Who Changed User Accounts All changes in Security Groups I2 I4 Io IQ
ange in USERS ADDED WAL CHANGES users ADDED M ALL crANGES
- - None 40
wom Privileged 1
ATOM p g 7 DEFENSE-OPS\dan 5 I Domain Admins 20 05
rou S TOTAL 7 TOTAL 2
g p Organization Management o a
2 Mow 14 Mov 15 Mov 16 MNaov 17 Mov 18 Mowv 18 Mov 20 Mow 21 Mow 22 Mov 14 Mov 15 MNowv 16 Mov 17 Mowv 12 Mov 19 Mov 20 Nov 21 Nov 22
Movre info @
MODIFIED BY MODIFIEDOBJECT CHANGES MODIFIED GROUP ADDED MEMEERS MODIFIED BY CHANGES MODIFIED BY CHANGES
Information Part dan WKSAdrmin 2 ® HNone 1 — DEFENSE-OPS\dan 2 e—
t;.c.tl'.ve Directory contains a few Frit.ical securit.y groups - dan whkeadmin 2 ® Domain Admins 5
rivileged Groups. These are built-in groups in Active
Directory that have been granted various levels of dan Organization Managem... 2 ® Organization Management 2 —

permissions in the both domain and forest, starting with full
administrative permissions (Enterprise Admins, Domain
Admins, Administrators, Schema Admins) to more limited,
but still significant, permissions (Account Operators, Server
Operators, DNSAdmins). Changes to these groups may affect
proper Active Directory functionality and security.

dan josefstasa 1

Prerequisite

Please make sure to enable appropriate auditing policy using
Default Domain Controllers GPO.

See all.. See all.. See all... See all..




Or complete detail — audit trall () NTOM

Data based on custom time range v ¥ Show legacy language converter
1 bar = 6hrs .
SecurntyEvent
| where (EventiD == "4755" or EventlD == "4756" or EventlD == "4720" or EventlD == "4722" or EventlD == "4725" or EventlD == "4726" or EventlD == "4730")
| where Account == "DEFENSE-OPS\\dan"
|
T:00:00 AM
Mow 19, 2017
o o 7 Results = List ZZTable B Computer Security
11/19/2017 3:38:43.767 PM | SecurityEvent
TYPE (1) .. TimeGeneratec ¢ 111972017 3:38:43.767 PM
SecurityEvent 7 .- Account : DEFEMSE-OPS\dan
. Computer : WEB1.defense-cps.local
Leve 1 8
LEVEL (1)
Activit » 4720 - A uzer account was created.
8 7 [+] show more
11/19/2017 3:38:43.823 PM | SecurityEvent
TimeGeneratec : 11/158/2017 3:38:43.823 PM
- Account : DEFEMSE-OPS'dan
- Computer : WEB1.defense-cps.local
Leve 8
Actiit » 4722 - A user account was enabled.
ACCOUNT (1)

[+] show more

-OPSY 7 )
DEFENSE-OPS\dan 11/19/2017 3:43:09.657 PM | SecurityEvent
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Redeni je Safetica DLP

» Data Loss Prevention

* Chrani zaméstnance pred vlastnimi chybami

* A firmy pred unikem dat

* Snizuje riziko ztraty reputace, konkurencnich vyhod a penéz
« Udrzuje vase data v bezpeci

 Pomaha splnit GDPR




Safetica Technologies =,

v Security”
""’r-\n‘\‘ Awa gj: '} =

e cCeska spoleCnost r a

OL
* od roku 2008

AWARDS
* 65+ bezpecnostnich expertl 2@13

WINNER

Honored inthe U.S.

* 120 000+ chranénych zarizeni

e v 55 zemich svéta B@Q

FINALIST o

1007

{ Security
User Awards :




Tri jednoduché kroky




* root 4

148 (209,7 kB) > 0>

Soubory odeslanég pfes e-mail a IM

WebSafetica B 1 11. 2015 - 30. 11. 2015 <

Hlavni panel

12 >

Pokusy o pfistup na zakdzany disk UzZivatelé s bezpeénostnimi incidenty

Bezpelnost dat

624 >

Zakazané operace s oznacenymi daty

Souhrn
Tok dat

Spravce zarizeni

il Grary Export de .pdf H hd

BezpecCnostni incidenty

BEZPECNOSTNI INCIDENTY > )] b4 KANALY TOKU DAT > )] X

Oznacena data

Pokus o vyuiiti zakézané operace |

Unik dat

Produktivita

VyuZiti IT zdroji

Pokus o zakdzanou cperaci s ex... ([ NNNININININININGE

Sitovd cesta
Dropbo
rRoF I

VyuZiti nebezpeingé webové kate...

Pokus o pristup na zakazany web _
Nastaveni —

Pouziti aplikace ke =dileni so...

Sprava

Box Sync

Ostatni | N

o i0 20 30 40 30 &0 o S0 i00 150 200 250 300
Pocet Pocet

Vyscke wyuziti nebezpetng webo...

Q

= ZAZNAMY Export do .csv Export do .xlsx 1] v
Potitac Y  Ufivatelskéi.. ¥  Pofetincidentd ¥  Pofetoperaci .. '  Pofetsoubor.. W  Pofetsoubor.. W  Pofetsoubor.. W  Pofet soubor.. W  Podet vwytisté . Y
Alfred Combs PC-Sandoval 1 0 0 0 0 0 0
Carl Mooney PC-Zimmerman 2] 0 0 0 0 0 0
Carl Mooney PC-Clark 2] 120 14 1 0 26 0
Daphne Estrada PC-Baird 1 0 0 0 0 0 0
Devin Franco PC-Cobb 3 0 0 0 0 0 2
Devin Franco PC-Harrington 3 - 0 0 0 46 0
Don Gonzalez PC-Ortega 11 123 14 1 9 5 1

(® Napovéda o
Erika Vargas PC-Tyler 2 0 - 0 0 0 0
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Soubor Zprava VloZeni

Karta pojisténce - Zprava (HTML)
MozZnosti

Formatovani textu
ABC

ADOBE PDF 0 Reknéte mi, co chcete udélat.
El i ‘
v &

edh G
aan A
Pravopis a Tezaurus Podet  Zkontrolovat Pielozit Jazyk
grarmatika slov piistupnost = =
Kontrola pravopisu Piistupnost  Dalil informace Jazyk -
Komu... |martinimrich@emai|.:z |
i
Kopie... | |
Poslat
Piedmét |k{arta pojiiténce . ; |
Rizikové odeslani e-mailu
o Kl Karta pojisténce_Martin Imrich.pdf
Pripojenco A= 765 KB
1 Microsoft Outlook
Ahoj, < Karta pojisténce
@ martinimrich@email.cz
Posilam vyZadanou kartu pojisténce. ] Karta pojisténce_Martin Imrich.pdf
Martin [] Zapamatovat rozhodnuti pro tato data a piijemce
Presto odeslat Meodesilat

Vice informaci
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v U I.O z .t O Ve Ml Q Vyhledat

X
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E | Pro vefejnost Pridat dal3i soubory
~m 1
= “o—d [ Google Chrome S
= (] CSA PS 28 Cruiser v5.dwg
E ! @ upload.uloz.to/upload !
8

o

% Mahrani souboru CSA PS 28 Cruiser_v5.dwg obsahujiciho chranéna data kategorie CSA

Vyvojova data na adresu upload.uloz tofupload bylo zakazano.
k|

' 2 Celkova velikost: 784 kB, Akce b . - i
: . yla zaznamenana. |
| O Nahrano 94% @3 ME/: A UloZit soubory :
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Cesta, jak se stat a zustat GDPR compliant

(=

OPERATIVNI
PROCESY

Posouzmi VLIVU |mS
NA 00U (DPIA)
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: TEST ]- | :}NALYZA B

%



Stoupani na vrchol — ten mensi

Posudte vliv na ochranu osobnich udaju

Zjistete, s jakymi daty pracujete, kde jsou ulozena, kdo k nim ma pristup
a mnoho dalsiho pomoci datového auditu.

Xeelo GDPR nevytvafi jen staticky obrazek, ale poskytuje fadu vystup,
které se vam muzou hodit v budoucnu.

(&)

CAMP 3




A\ 4

Stoupani na nejvyssi horu

Vyreste vsechny procesy a zustante GDPR compliant

25. kvétnem 2018 to nekonci. Naopak zacina.
Ujistéte se, ze mate pokryty vsechny potrebné procesy,
aby vas v budoucnu nic neprekvapilo.

PEAK




Co vas Ceka po 25. kvetnu 2018

2 EXTERNI ZADOSTI 1 REGISTR PROCESU

Kdyz nekdo pozada o detekci dat... Pro evidenci procesu a jejich dopadll na osobni Udaje

ZAKONNY RAMEC & PRAVNI SOUHLAS '|- ZAZNAMY O ZPRACOVANI

Abyste méli souhlas se zpracovanim dat... Kdyz se rozhodnete zménit to, jak fungujete...

T RIiZENi INCIDENTU MIGRACE DAT DO ZEMi MIMO EU

Kdyz k nécemu prece jen dojde... Kdyz moje data opousti EU...

Kdyz bude potreba zménit IT systémy... Abyste mohli fidit a vyhodnocovat rizika...

{&] zMENOVE POZADAVKY A\ RizENi RIZIK
A DISTRIBUCE INTERNICH SMERNIC

M SKOLENI A EVIDENCE UCASTNIKU

Pro prokazani probéhlych skoleni... Pro prokazani, ze informujete zaméstnance...




ak Xeelo GDPR vypada

B { Tasks - Xeelo X | + v

é O @ test-gdpr.xeelo.net *

(E ELO Dashboard Tasks Import

Ta S kS My tasks | All tasks My items Q +

Tasks > Allitems

# GDPR
Q GDPR - Audit Q GDPR - My Finding # GDPR - Legal Entity
Q GDPR - Assessment H & GDPR - Entity
! GDPR-Risk [ GDPR - My Document i= GDPR - Reference definitions
[ GDPR - Document ¢© GDPR - My Incident € GDPR - Data source
™ GDPR - Training Run & GDPR - My Legal consent € GDPR - Data source entity
¢© GDPR - Incident # GDPR - My External Request S GDPR - Data subject

GDPR - Data category =

(]

& GDPR - Legal consent run

# GDPR - External Request Q GDPR - Question group
X GDPR - Process Register Q GDPR - Question
i= GDPR - Article ™= GDPR-Training

& GDPR - Legal consent

& Administration




ak Xeelo GDPR vypada

Tasks - Xeelo X e

C) test-gdpr.xeelo.net E’:( i}f

2
Import \

Ta S kS My tasks | All tasks My items (] Actions

Tasks > Allitems > GDPR > Configuration > GDPR - Legal Entity >1D: 08369

Information Contact Data Source Departments Attachments External request Incident Comments 0

ID:

History Relations

Data Source
LEOODODS

- et

General

EN Yes DS0000005 - Xeelo DB Owner: Boris Matejka
DS50000006 - Xeelo Admin DB Owner: Boris Matejka :
DS0000008 - SAP Owner: Petr Prosek
Company ID: Name:
57575757 Christmas Ltd. i
VAT ID; Registered at:
SK12309856 Court BA

Date of entry:

24-12-2017 ]

Address

Street: v




Jak Xeelo GDPR vypada

test-gdpr.xeelo.net *

Tasks Import

My tasks | All tasks My items All items (%] Actions
Tasks v T e |

Tasks > Allitems > GDPR > Operations > GDPR - Process Register > ID: 08801

Process Description Data Source/ Category/ Subject Access Other GDPR Considerations Help

Legal Entity: o Active: [} GDPR Details

Christmas Ltd. Yes
Process Name: @  Version: (3] Data Source @
Process PP T1 Data source: DS0000008 - SAP Source type: Enterprise Resource Planning
Owner: Petr Prosek Location: European Union :
Department: @  Department Owner: o Note to used Data source
asdfasdf'as fasdf asdf* asdf don't
Gift department Petr Prosek . i
Data source: DS0000009 - Folder Source type: Customer Relationship managem...
Process Owner: i ] Owner: Boris Matejka Location: European Union
Petr Prosek -
Sort: None ~ 1&| Search: All ~ Q - :
Process Coordinator:
e Data Subject / Data Category @
Retpirosek Data subject: Employees Data category: Health data
Retention period (in months): 12 Data classification:
Creation Date: Last Revision Date: Next Review Date: Automated decision making: Transfer to 3rd countries: [[ITJ
02-02-2018 2] 02-02-2018 ] 28-02-2018 /A Data subject: Customers Data category: Criminal Activity Data
Retention period (in months): 24 Data classification:
Automated decision making: Transfer to 3rd countries: [T}
Data subject: Employees Data category: Address
Retention period (in months): 480 Data classification: [[TIEEN
Automated decision making: [T Transfer to 3rd countries: [l
Data subject: Employees Data category: Social security number v




ak Xeelo GDPR vypada

B & | { Tasks - Xeelo . -

V O @ test-gdpr.xeelo.net

Relations

Table Diagram

GDPR - Legal Entity £ GDPR - Data source £ GDPR - Data source entity

£ GDPR - Data subject

. Christmas Ltd. =
Company |D: 57575757
VAT ID: SK12309856

DS... SAP =
Source Type: Enterprise Resource Planning
Location: European Union

DS0000008 - SAP Name: Test zaznam [£' | ‘ Data subject: Customers ID: DSO... ('

DS0000008 - SAP Name: SD Sales an...('
Details:

£ GDPR - Data category

NA  Synology 716+lI = ‘ SD Sales and Distribution Module
- ID:... Data category: Payment Card Infor...['
DS.. Folder z|

DS0000008 - SAP Name: Test 2 ey |

ID:... Data category: Criminal Activity Data(Z'
DS... Xeelo Admin DB = g
eelo Admin | DS0000008 - SAP  Name: Test ID...._Data category: Name z
DS... XeeloDB [ Ano [Eg
‘ ‘ ID:... Data category: Address [Eq
‘ ID:... Data category: Contact details =

Q GDPR - Audit

Q GDPR - Assessment

Q GDPR - My Finding

Q GDPR - My Assessment

! GDPR - Risk

! GDPR - My Risk

¢© GDPR - Incident




Dve verze Xeela GDPR k dispozici

STANDARD DPO
EDITION EDITION

urcena pro urcena spolecnostem
stredni a vétsi organizace poskytujicim sluzby DPO

cloud nebo on-premise

cloud nebo on-premise ' [y A
P & multi-tenant pro hostovani zakazniku

moznost drobnych uprav

moznost drobnych uprav NG y -
P a prioritizace novych funkci

instalace svép@ R instalace svépomoci
nebo za plné pod \ nebo za plné podpory partnera

All versions should be available with'cou
update relevant content as GDPR evolves

“content & web services will connect to our data server to automatically



Standard adition

e

DO 250
ZAMESTNANCU

300 EUR

M[ssic“:Nl“s
ZA JEDNU PRAVNICKOU OSOBU

Lo

$251-1000
ZAMESTNANCI

2 400 EUR

MESICNE
ZA JEDNU P (

|

S1001-10000
ZAMESTNANCI

4 300 EUR

MESICNE
ZA JEDNU PRAVNICKOU OSOBU

- ]
I-I"osting costs not included.

S ViCE NEZ 10 000
ZAMESTNANCI

individually

MESICNE
ZA JEDNU PRAVNICKOU OSOBU




Co jsme zabalili do Xeela GDPR

45 40

CLANKU, KTERE Z NICH
SE VZTAHUJI POKRYVAME
NA ORGANIZACE V XEELU GDPR

5 CLANKU nelze systémové nijak pokryt.




XEELO

www.xeelo.com/gdpr



Zdroje k GDPR:

Microsoft Corp hlavni stranka
microsoft.com/GDPR

Online Services Terms
Online Services Terms Download

Microsoft Trust Center
MiCrosoft.com/trust

Service Trust Platform — podklady k certifikacim, audity

aka.ms/STP  (requires log-in, NDA level)

Prezentace a zdroje v Cestine:
aka.ms/jaknaGDPR

Partnerskeé stranky
Aka.ms/gdprpartners

GDPR Compliance Demo
http://www.microsoftgdprscenarios.com/en-us/databreach

Office 365 Information Protection for GDPR
https.//docs.microsoft.com/en-us/office365/enterprise/office-365-
information-protection-for-gdpr

80


http://www.microsoft.com/GDPR
https://www.microsoft.com/en-us/licensing/product-licensing/products.aspx
http://www.microsoft.com/trust
http://www.aka.ms/STP
http://aka.ms/jaknaGDPR
http://www.microsoftgdprscenarios.com/en-us/databreach
https://docs.microsoft.com/en-us/office365/enterprise/office-365-information-protection-for-gdpr

ey O\

Dekujeme Vam za pozornost

V pripade dotazU kontaktujte
- prosmb@microsoft.com

v/Vv

Priste uvidite:
- Predstaveni skutecneho pribehu zakaznika A
- Praktické kroky, jak mald firma o 20 lidech vyresila GDP‘ '

This presentation is intended to provide an overview of GDPR and is not a definitive statement of the law.
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